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Abstract—Testing of security policies is a critical activity and
mutation analysis is an effective approach for measuring the
adequacy of a test suite. In this paper, we propose a set of
mutation operators addressing specific faults of the XACML
2.0 access control policy and a tool, called XACMUT (XACml
MUTation) for creating mutants. The tool generates the set of
mutants, provides facilities to run a given test suite on the mutants
set and computes the test suite effectiveness in terms of mutation
score. The tool includes and enhances the mutation operators of
existing security policy mutation approaches.

I. INTRODUCTION

Security is a crucial aspect of modern information man-
agement systems, because stored data and other resources
could be sensitive, thus a proper support must be put in place
to protect them against unauthorized, malicious, improper
or erroneous usage. For this purpose, authorization systems
allow the specification of access control policies governing
various protection aspects such as: the level of confidentiality
of data, the procedures for managing data and resources, the
classification of resources and data into category sets with
different access controls. Specifically, access control policies
define what subjects can access what resources and under what
conditions.

The eXtensible Access Control Markup Language
(XACML) [1] is today the de facto standard for specifying
access control policies. XACML policies for current pervasive
software-based services and systems may be complex,
distributed and subject to continuous change, then they need
to be accurately tested to assure that they correctly capture
and implement the intended real world regulations. Thus
different testing approaches have been developed for the
verification of policy specifications.

In literature the available testing proposals can be divided
into three categories: those that focus on the application
of the combinatorial approaches to XACML policies values
for generating test inputs, as for instance X-CREATE [2],
Bertolino et al. [3], Martin et al. [4]; those that exploit change-
impact analysis for test cases generation starting from policies
specification, such as Martin at al. [5], Fisler et al. [6]; and
those that are based on the representation of policy-implied
behavior by means of models, for instance Le Traon et al. [7],
Pretschner et al. [8], Mouelhi et al. [9].

However, if from one side there is an increasing research
interest in defining new testing strategies and automatic testing
facilities for policy verification and validation, few proposals
are targeting the evaluation of test coverage criteria and fault-
detection capabilities of the proposed test suites. Among the

available solutions those that focus on mutation analysis are
Martin et al. [10] and Mouelhi et al. [9].

In detail, the set of mutation operators for XACML policies
indicated in [10] emulates the introduction of both syntactic
and semantic faults: the former modify the main policies
elements, the latter are able to change some of the logical
constructs of XACML policies. In their simplicity the mutation
operators proposed in [10] have been proved by the same
authors to be quite effective in the simulation of many common
faults in the XACML policy specification. However due to the
complexity of XACML language, the proposed mutation op-
erators do not exhaustively cover all the important criticalities
of the XACML policy specification. For instance they do not
consider mutation operators concerning the erroneous use of
most of the available XACML functions. In [9] the authors try
to extend the above considered mutation operators, focusing on
specific security aspects. The main peculiarity of the approach
relies on the use of a metamodel, which allows to simulate the
faults in the security models independently from the role-based
formalism used (R-BAC [11], OrBAC [12] and so on). In this
proposal the operators of [10] have been reused and included in
the metamodel. However if the metamodel is the strength of the
approach, it is also its main weaknesses: the mutation operators
cannot be applied directly to XACML policy specifications,
which is still the most common documentation available inside
the access control systems environments. For a more detailed
description of the mutation operators in [10] and [9] we refer
to Section III.

From the analysis of the current state of the art and the
available automatic solutions come the motivations of this
paper:

1) we provide a set of XACML mutation operators that:
include all the mutation operators provided by [10];
adapt and include the mutation operators of [9] to
make them applicable to XACML 2.0 policies; fur-
ther we extend the set with new additional mutation
operators able to better address the peculiarities of
the XACML 2.0 policy specification.

2) we provide an integrated framework called XACMUT
(XACml MUTation) which performs the complete
process of mutation analysis, i.e.: apply the set of
mutation operators to a given XACML policy; exe-
cute a given test suite on the policy and its mutants;
compare the obtained results and provide statistics
about fault detection effectiveness.

The rest of the paper is structured as follows: Section II
briefly presents XACML, while Section III details all the mu-
tation operators. Section IV presents XACMUT while Section



V shows its application to assess the effectiveness of a given
test suite. Finally Section VI concludes the paper.

II. XACML

XACML [1] is a platform-independent XML-based lan-
guage for the specification of access control policies. A policy
consists of a target, a set of rules and a rule combining
algorithm. The target specifies the subjects, resources, actions
and environments on which a policy can be applied. A rule
consists of a target and a condition, the latter contains a set
of boolean functions that are evaluated when the target is
applicable to a request. If the condition is evaluated to true,
the result of the rule evaluation is the rule effect (Permit or
Deny), otherwise a NotApplicable result is given. If an error
occurs during the application of a policy to the request, Inde-
terminate is returned. The rule combining algorithm specifies
the approach to be adopted to compute the decision result of a
policy when more than one rule may be applicable to a given
request. For instance, the permit-overrides algorithm specifies
that Permit takes the precedence regardless of the result of
evaluating any of the other rules in the policy, then it returns
Permit if there is a rule that is evaluated to Permit, otherwise
it returns Deny if there is at least a rule that is evaluated
to Deny and all other rules are evaluated to NotApplicable.
If there is an error in the evaluation of a rule with Permit
effect and the other policy rules with Permit effect are not
applicable, the Indeterminate result is given. Similar to the
rule-combining algorithms, the policy-combining algorithms
specify the approach to be adopted to compute the decision
result of a PolicySet when more than one policy may be
applicable to a given request.

1 <Policy xmlns=" u r n : o a s i s : n a m e s : t c : x a c m l : 2 .0 :

2 p o l i c y : s c h e m a : o s "

3 RuleCombiningAlgId=" first - a p p l i c a b l e "

4 PolicyId=" p o l i c y E x a m p l e ">
5 <Target>
6 <Resources>
7 <Resource>
8 <ResourceMatch MatchId=" anyURI - e q u a l ">
9 <AttributeValue DataType=" a n y U R I "

10 >http://library.com/record/</AttributeValue>
11 <ResourceAttributeDesignator AttributeId=" r e s o u r c e - id "

DataType=" a n y U R I "/>
12 </ResourceMatch>
13 </Resource>
14 </Resources>
15 </Target>
16 <Rule RuleId=" r u l e 1 " Effect=" P e r m i t ">
17 <Condition>
18 <Apply FunctionId=" f u n c t i o n : s t r i n g - is - in ">
19 <Apply FunctionId=" f u n c t i o n : s t r i n g - one - and - o n l y ">
20 <ActionAttributeDesignator AttributeId=" a c t i o n : i d "

DataType=" s t r i n g "/>
21 </Apply>
22 <Apply FunctionId=" f u n c t i o n : s t r i n g - bag ">
23 <AttributeValue DataType=" s t r i n g ">
24 write</AttributeValue>
25 <AttributeValue DataType=" s t r i n g ">
26 read</AttributeValue>
27 </Apply>
28 </Apply>
29 </Condition>
30 </Rule>
31 <Rule RuleId=" r u l e 2 " Effect=" D e n y "> </Rule>
32 </Policy>

Listing 1. An XACML policy

An important role in the decision process is given by the
XACML functions specified in the target and condition ele-

ments. These functions represent constraints defined on typed
parameters or bags of values, that need to be satisfied for going
ahead in the rule and policy evaluation. Examples of XACML
functions are comparison functions performing comparison
operations on two arguments, or functions operating on a bag
of values of specified type.

We provide in Listing 1 an example of an XACML policy
ruling the access to an online library. It is composed by
a target (line 5-15) and two rules, the former (line 16-30)
allows the access for doing the read or write operation on
the http://library.com/record/ resource while the latter denies
the access in the other cases.

The XACML specification [1] also defines an access con-
trol system architecture: the incoming access requests are
transmitted to the Policy Decision Point (PDP) that grants
or denies the access based on the defined XACML policies.
Hence, policy testing typically consists of deriving specific
test cases, i.e. XACML requests, executing them by means
of a PDP implementation, and checking whether its responses
grant or deny the requested access as expected.

III. MUTATION OPERATORS

Mutation analysis has been used for measuring the effec-
tiveness of a test suite. In this paper we apply mutation analysis
[13] for testing XACML policies. By means of mutation
operators, the policy under test is modified to derive a set
of faulty policies (mutants) each containing a fault. In this
section we describe all mutation operators implemented in the
proposed XACMUT tool. Specifically, we describe in Section
III-A the operators defined in [10] and in [9], and in Section
III-B we describe the new mutation operators proposed in this
paper.

A. Existing mutation operators

The mutation operators presented in [10] are applied to
XACML policies. We implemented them into XACMUT tool
and provide their brief description in the following. We refer
to [10] for their detailed specification.

• Policy Set Target True (PSTT). It removes the Tar-
get of each PolicySet ensuring that the PolicySet is
applied to all requests.

• Policy Set Target False (PSTF). It modifies the Target
of each PolicySet such that the PolicySet is never
applied to a request.

• Policy Target True (PTT). It removes the Target of
each Policy ensuring that the Policy is applied to all
requests.

• Policy Target False (PTF). It modifies the Target of
each Policy ensuring that the Policy is never applied
to a request.

• Rule Target True (RTT). It removes the Target of each
rule ensuring that the Rule is applied to all requests.

• Rule Target False (RTF). It modifies the Target of each
rule such that the Rule is never applied to a request.



• Rule Condition True (RCT). It removes the condition
of each Rule ensuring that the Condition always
evaluates to True.

• Rule Condition False (RCF). It manipulates the Con-
dition values or the Condition functions ensuring that
the Condition always evaluates to False.

• Change Policy Combining Algorithm (CPC). It re-
places the existing policy combining algorithm with
another policy combining algorithm. The set of
considered policy combining algorithms is {deny-
overrides, permit-overrides, first-applicable, only-one-
applicable}.

• Change Rule Combining Algorithm (CRC). It replaces
the existing rule combining algorithm with another
rule combining algorithm. The set of considered
rule combining algorithms is {deny-overrides, permit-
overrides, first-applicable}.

• Change Rule Effect (CRE). It changes the rule effect
by replacing Permit with Deny or Deny with Permit.

The mutation operators of [10] deal with syntactic and
semantic faults. Specifically, the former (PSTT, PSTF, PTT,
PTF, RTT, RTF, RCT, and RCF) emulate simple typos in the
PolicySet, Policy, Target and Condition elements manipulating
the predicates found in the Condition and Target elements.
The latter (CPC, CRC and CRE) represent semantic faults due
to the incorrect use of the logical constructs of the XACML
language, such as the policy and rule combining algorithms, or
to the policy and rule evaluation order. The main limitation of
these mutation operators, and of the framework implementing
them, is that they do not properly work with the ordered
combining algorithms (ordered-deny-overrides and ordered-
permit-overrides) and some functions (for instance type-one-
and-only) that are mandatory in XACML 2.0 specification.

The authors of [9] propose high level mutation operators
defined on a generic security metamodel, that expresses the
concepts of rule-based security formalisms. Some of those
operators, proposed in previous works [7], [14] of the same
authors were related to the OrBAC model [12] and made
generic in [9]. The proposed operators are independent from
any security language. The approach in [9] provides an imple-
mentation of the proposed metamodel and mutation operators
allowing to define and mutate models related to OrBAC [12]
and RBAC [11] security formalisms. The same authors of
[9] plan to validate their operators on XACML formalism,
however, at the best of our knowledge, there are not available
automated facilities for applying the mutation operators of [9]
to XACML 2.0 policy.

Specifically, the work in [9] defines five mutation operators
(RTT, PPR, ANR, RER, PPD). We implemented into XAC-
MUT four of these operators adapting them to XACML 2.0.
The operator called PPD, which replaces a parameter with one
of its descending parameters in the considered model, is not
applicable to the core XACML 2.0 language 1. The mutation
operators considered are:

1The roles and resources hierarchy is only considered in policies compliant
to Core and Hierarchical RBAC profile and to Hierarchical resource profile
of XACML 2.0 but they are not in the scope of this work.

• RTT (called here RPT to avoid confusion with RTT
operator of [10]) (Rule Type is replaced with another
one). It replaces a rule parameter having a type
with another parameter of a different rule having the
same type. In XACML language the rule parameters
correspond to subjects, resources, actions and environ-
ments. Given a policy with n different rule parameters
having the same type, the number of mutants created
by this operator is bounded to n× n− 1.

• PPR (Permission Rule replaced with a Prohibition one
and viceversa). It chooses one rule from the set of
rules, and then replaces the status with the opposite
one. Specifically, it chooses one permission rule from
the set of rules, and then replaces it with a prohibition
one, and viceversa. This means in XACML language
to change the Permit effect with Deny and the Deny
effect with Permit, then this mutation operator co-
incides with CRE operator in [10]. The number of
mutants generated by this operator is equal to the
number of rules. Note that for avoiding duplications
in XACMUT we only provide the implementation of
the CRE operator.

• ANR (Add New Rule). It takes into account the
parameters of the rules. It adds a new rule containing a
new combination of parameters that is not specified in
the existing rules of the policy (the new rule will have
the Permit and Deny effect). The number of mutants
generated by this operator is equal to (the maximum
number of parameters combinations minus the number
of existing rules) × 2.

• RER (Remove Rule). It chooses one rule and removes
it. The number of mutants generated by this operator
is equal to the number of rules.

B. Additional mutation operators

We present in this section a set of new mutation operators,
specifically conceived for XACML language, representing
a collection of types of faults in the specification of an
XACML policy not addressed by the operators described in
Section III-A. The proposed mutation operators mainly focus
on semantic faults concerning the rules evaluation order, and
the incorrect use of the logical constructs of the XACML
language such as the functions specified in the Target and
Condition elements. In the following a detailed description of
the proposed operators:

• RemoveUniquenessFunction (RUF). It removes the
type-one-and-only2 function from the rule condition,
forcing the function evaluation to True and False. The
number of mutants generated by this operator is equal
to the number of type-one-and-only functions defined
in the Condition × 2.

• AddUniquenessFunction (AUF). It adds the type-one-
and-only function referring to each AttributeDesigna-
tor or AttributeSelector elements of the rule Condition
and forcing the function evaluation to True and False.
The number of mutants generated by this operator

2Type refers to a primitive type (string, integer, double, etc.).



is equal to the number of AttributeDesignator and
AttributeSelector elements × 2.

• Change-N-OF-Function (CNOF). It changes the N
parameter of the N-OF function. The argument N
specifies the minimum number of the boolean argu-
ments (M) that must be evaluated to True for the
expression to be considered True. We set N to 0, M-1
and M+1. The number of mutants derived by this class
is equal to the number of N-OF functions defined in
the policy × 3.

• ChangeLogicalFunction (CLF). It replaces a logical
function with another one. Specifically, let S be the
bag of different occurrences of the logical functions
(AND, OR, N-OF) included in the policy: ∀si ∈ S,
change si with each sj such that sj ∈ S \{si}.
Concerning the N-OF function, we set the N argument
equal to 0 forcing the function evaluation always to
True. The number of mutants derived by this operator
is equal to ]S × 2.

• The AddNotFunction (ANF). It adds the Not function
as first function of each Condition element. The num-
ber of mutants derived by this class is equal to the
number of conditions in the policy.

• RemoveNotFunction (RNF). It deletes the Not func-
tion defined in the condition. The number of mutants
generated by this operator is equal to the number of
Not functions in the policy.

• The ChangeComparisonFunction (CCF). It replaces
a comparison function with another one. Specifi-
cally, let S be the bag of different occurrences of
the comparison functions of the same type (type-
equal, type-greater-than, type-greater-than-or-equal,
type-less-than, type-less-than-or-equal) included in
the policy: ∀si ∈ S, change si with each sj such that
sj ∈ S \{si}. For each type, the number of mutants
derived by this class is equal to ]S × 4.

• FirstPermitRule (FPR). It moves in each policy the
rules having a Permit effect before those ones having
a Deny effect. The evaluation priority among the rules
having a Permit effect and that among the rules having
a Deny effect is maintained. The number of mutants
derived by this class is equal to the number of policies.

• FirstDenyRule (FDR). It moves in each policy the
rules having a Deny effect before those ones having
a Permit effect. The evaluation priority of the rules
having a Permit effect and that of the rules having
a Deny effect is maintained. The number of mutants
derived by this class is equal to the number of policies.

The first seven mutation operators emulate faults in the
specification of the functions defined in the XACML language.
Specifically, RUF and AUF operators emulate faults in the
specification of functions operating on a bag of typed values,
CNOF, CLF, ANF, RNF operators emulate the incorrect use of
the logical functions, and finally CCF represents an erroneous
definition of the comparison functions.

To show the importance of defining specific operators ad-
dressing XACML functions we provide an application example

of RUF operator. The XACML language allows for specifying
some constraints about the number of subjects that access
simultaneously to a resource or about the uniqueness of per-
formed actions or about the resources required simultaneously.
This is possible by defining some functions in the condition
of the rule that require the uniqueness of the subject, resource
or action. Specifically, the function type-one-and- only requires
that the number of subjects, resources, actions or environments
specified in an XACML request must be equal to one. For
instance, considering the policy of Listing 1, it allows the
access to the http://library.com/record/ resource (line 10) for
doing the write or read (line 24 and 26 respectively) operation.
In this case the function string-one-and-only (see line
19) specifies the constraint that the user cannot read and write
simultaneously. A request containing only one action (read
or write) will be allowed whereas a request specifying both
read and write operations will be denied because it triggers
an error in the evaluation of the string-one-and-only
function and then an Indeterminate result. Applying the RUF
operator gives the possibility to emulate the erroneous situation
in which the function string-one-and-only is not spec-
ified. In this case the policy allows the user to write and read
simultaneously on the same resource violating the constraint
of action uniqueness, then both requests containing one or two
required actions will be allowed. Existing mutation operators
described in Section III-A do not focus on the semantics of the
functions and then they are not able to trigger this uniqueness
constraint of the XACML policy.

The last two mutation operators (FPR and FDR) emulate
faults in the definition order of the rules in the policy. The
result of the evaluation of an XACML policy strictly depends
on its rule combining algorithm, that prioritizes rules eval-
uation, and also on the definition order of the rules in the
policy. The CRC operator defined in [10] and described in
Section III-A properly emulates the erroneous specification
of the rule combining algorithm but it does not target the
faults in the definition order of the rules in a policy. To have
evidence of the usefulness of the operators addressing the
definition order of the rules, we provide an application example
of the FDR operator. Considering the policy of Listing 1 with
first-applicable combining algorithm, a request asking a read
operation on the resource http://library.com/record/ will be
allowed. Applying the FDR operator it is possible to simulate
a faulty order of the rules in the policy. The mutated policy
will have the rule2 (having Deny effect) before the rule1 (with
Permit effect). Then the same request, asking a read operation
on the resource http://library.com/record/, evaluated on the
mutated policy will be denied. This happens because the first-
applicable algorithm returns the result of the first applicable
rule.

IV. XACMUT TOOL

In this section, we depict the main architecture of XAC-
MUT tool3. As shown in Figure 1 its components are:

Mutants class Selector: this component is provided by an
interface for the user interaction. As we can see in Figure 2
the user can: select the XACML policy to be used; select the

3A release of the XACMUT tool is available at
http://labsedc.isti.cnr.it/tools/xacmut.



Fig. 1. XACMUT Architecture

Fig. 2. XACMUT Main Interface

mutation operators to be applied; select the set of XACML
requests that will be used; execute the policy mutants against
a test suite; and verify which mutants have been killed by the
application of the test suite.

Mutants Generator: this component generates the mutants
for a given XACML policy. The generation involves only the
mutation operators selected by the user.

Test Suite Executor: this component executes the XACML
requests provided by the user on the original XACML policy
and on the generated set of mutated policies. For requests
execution this component integrates a PDP engine (specifically
the Sun PDP [15]), which is able, given a policy and a
request, to provide the corresponding result (Permit, Deny,
NotApplicable or Indeterminate).

Results Analyzer: this component takes as input all the
results obtained by the execution of the test suite on the orig-
inal XACML policy and on its set of mutants and elaborates
the fault detection effectiveness. It works as follows: for each
request the result obtained by its execution on the original
XACML policy is compared with those obtained on its mutants
set. If the results are different, the mutant is classified as killed.
The component provides as output the list of mutants killed
and alive, and the percentage of fault detection effectiveness
obtained by the requests execution.

V. USING XACMUT TOOL

In this section we show: i) the applicability of the mutation
operators defined into XACMUT; ii) the effectiveness of the
test suites derived using Targen [4], that is a tool for the
generation of test cases from an XACML policy. We consider

a set of XACML real world policies: those used by the Open
Source repository software Fedora [16] for controlling the
access to the digital contents (columns 2, 3, 4) and those
released in the context of the TAS3 European project [17] for
ruling sensitive data management. Table I shows the obtained
results. In particular, the first two rows report the policy name
and the cardinality of the derived test suites (# TS). From
row 4 to row 14 there are the mutation operators, already
defined in [10], called group1. From row 16 to row 18 there
are the mutation operators of [9] that we adapted to XACML
2.0, called group2. From row 20 to row 28 there are the new
mutation operators proposed in this paper called group3. For
each mutation operator we show in the table the cardinality
of the derived mutants (column #M) and its mutation score
(column %E). Moreover, the row 15, labeled Total1, represents
the test suite effectiveness considering only mutants of the
group1. Similarly, rows 19 labeled Total2 and row 29 labeled
Total3 report the results for the operators of group2 and
group3 respectively. The last row labeled Total summarizes the
overall results. In the last two columns we report the average
scores for each mutation operator. Specifically, the column
labeled MF (Mutation Frequency) computes the frequency of
applicability of the mutation operators on the set of considered
policies, while that labeled ME (Mean Effectiveness) computes
the average value of effectiveness. Considering the group1,
there are mutants never applied (mutants of row 4, 5, 6),
and other ones always killed (for instance mutants of row
9) that could outline possible improvements on the mutation
operators definition. However, the remaining mutants have
a good frequency (over 0.6) and on average give the 65%
of fault detection effectiveness (row 15, column %ME). The
results of group2 are slightly different: there is the operator
in row 16 that is rarely applied (0.2 of MF) but with a
good fault detection effectiveness (75%). However, on average
the test suites applied to group2 have a low fault detection
effectiveness (39% in row 19, column %ME). In particular, for
policies labeled read-doc and delete-doc the only applicable
mutation operator is RER (row 18) but it is never killed (%E
equal to 0). This illustrates that combinatorial approaches,
as those implemented in Targen, could not be adequate to
address faults represented by these mutants. Finally, the results
of group3 evidence various situations: the mutation operator
CNOF (in row 22) is never applied, mutation operator CLF (in
row 23) is rarely applied (MF equal to 0.1) and never killed
(%ME equal to 0), and the mutation operator ANF (row 24) for
policies labeled demo-26, read-doc and delete-doc is applied
but never detected (%E equal to 0). As discussed before this
gives possible hints for improving the mutation operators set
and the considered test suites. However, concerning the overall
results for mutation operators of group3, the test suites reach
the highest percentage of fault detection effectiveness (79% in
row 29, column %ME) showing that they can address most of
the new conceived types of faults. Row 30 sums up the results
obtained considering all the mutation operators implemented
in XACMUT. As a general observation, the average of fault
detection effectiveness (column %RE) is 64% that is lower
than that of group1 and group3. This evidences how the
combined use of different types of mutation operators can
influence the overall test suite effectiveness but at the same
time increases the validity of the obtained results. This is
because the test suite effectiveness is evaluated considering
a larger set of mutation operators emulating a wide set of



TABLE I. MUTANT-KILL RATIOS ACHIEVED BY TEST SUITES OF TARGEN USING MUTATION OPERATORS OF XACMUT
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2 # TS 39 35 32 85 24 8 7 6 203 33
3 #M %E #M %E #M %E #M %E #M %E #M %E #M %E #M %E #M %E #M %E MF %ME
4 CPC 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
5 PSTT 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
6 PSTF 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
7 CRC 4 50 4 50 4 0 4 50 4 75 4 75 4 75 4 75 4 0 4 50 1 50
8 PTT 1 100 1 100 1 100 1 0 1 100 1 100 1 100 1 100 1 0 1 0 1 70
9 PTF 1 100 1 100 1 100 1 100 1 100 1 100 1 100 1 100 1 100 1 100 1 100
10 CRE 3 67 3 67 2 50 2 100 6 67 3 100 4 25 3 33 3 100 2 100 1 71
11 RTT 2 100 1 100 1 0 1 100 0 0 0 0 0 0 0 0 3 100 1 100 0.6 83
12 RTF 2 50 1 0 1 0 1 100 0 0 0 0 0 0 0 0 3 100 1 100 0.6 58
13 RCT 2 50 2 50 1 0 0 0 5 80 2 100 3 100 2 100 0 0 0 0 0.7 69
14 RCF 3 67 3 67 2 50 2 100 6 50 3 67 4 0 3 0 3 100 2 100 1 60
15 Total1 18 67 16 63 13 31 12 75 23 70 14 86 17 53 14 57 18 72 12 75 1 65
16 RPT 2 50 0 0 0 0 0 0 0 0 0 0 0 0 0 0 12 100 0 0 0.2 75
17 ANR 38 16 26 15 26 12 334 58 0 0 0 0 0 0 0 0 94 83 54 78 0.6 44
18 RER 3 67 3 67 2 50 2 100 6 50 3 67 4 0 3 0 3 100 2 100 1 60
19 Total2 43 21 29 21 28 14 336 58 6 50 3 67 4 0 3 0 109 85 56 79 1 39
20 RUF 0 0 0 0 0 0 0 0 4 50 2 100 6 50 4 50 0 0 0 0 0.4 50
21 AUF 4 50 4 50 2 0 0 0 10 60 2 100 4 50 2 50 0 0 0 0 0.7 51
22 CNOF 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
23 CLF 0 0 0 0 3 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0.1 0
24 ANF 2 50 2 50 1 0 0 0 5 80 2 50 3 0 2 0 0 0 0 0 0.7 33
25 RNF 2 50 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0.2 25
26 CCF 28 96 24 96 24 96 84 98 8 75 12 67 12 67 12 67 60 97 36 94 1 85
27 FPR 1 100 1 100 1 100 0 0 1 100 1 100 1 100 1 100 0 0 0 0 0.7 100
28 FDR 0 0 0 0 0 0 1 100 1 100 0 0 0 0 0 0 1 100 1 100 0.4 100
29 Total3 37 86 32 84 31 77 85 98 29 67 19 74 26 54 21 57 61 97 37 95 1 79
30 Total 98 54 77 56 72 44 433 67 58 67 36 78 47 49 38 53 188 88 105 84 1 64

possible errors in the XACML policies.

VI. CONCLUSIONS

We proposed new mutation operators for XACML 2.0
language, implemented in the XACMUT tool. These operators
emulate faults: i) in the specification of XACML functions;
ii) in the definition order of the rules. The tool also includes
the mutation operators defined in [10] and [9] and represents a
complete facility for applying mutation analysis to an XACML
policy and compute the mutation score of a given test suite.
As future work we plan to carry out further experiments to
evaluate the tool using other test suites. We also want to add
new mutation operators taking into account the profiles of
XACML 2.0 addressing the roles and resources hierarchy.
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